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} Nowadays the usage of Internet of Things (IoT) is
increasing in a fast manner and the researchers
around the world are putting efforts to find innovative
solutions for the deployment of services over IoT.

} IoT requires the connected devices to be accessed and
controlled remotely and It is a vital for SDN enabled
IoT networks to differentiate and prioritize the traffic
for a ‘n’ number of reasons such as QoS services to
users, detection of malicious traffic and to channelize
the normal traffic over available links.
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Fig 1. Architecture of SDN enabled IoT



} To segregate the IoT traffic whether it is benign or 
malicious traffic.

} After making classification of malicious and 
normal traffic, to channelize the normal traffic 
over link selected by using PROMETHEE based 
MCDM technique.
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As per Literature Survey  following limitation & problems are 
observed in existing  channel allocation

• Traffic classification is not done at SDN controller before
forwarding the traffic from SDN controller to different
channels.

• Channel assignment is static without making dynamic
status and pairwise comparison of links.

• High suspension time caused by channel assignment.
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Hence the main objective of the research study is to do traffic
classification, and to assign the most suitable channel to reduce
congestion in network using PROMETHEE-II.
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Our methodology comprises 2 phases 

} Phase-I
◦ It segregates the malicious traffic from benign 

traffic

} Phase-II
◦ It uses PROMETHEE-II for channelizing the normal 

traffic to the intended nodes by selecting the 
suitable channel for forwarding the traffic.
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Fig.2 ML model for segregating the benign traffic from malicious traffic 
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The procedure of our proposed machine learning approach
is summarized below:
1. Firstly, we capture online IoT traffic of different kinds of

applications to make data sets. Data is an essential part
to train the ML based system. All the data that we are
using either for training the traffic classification system
or testing the system, has been collected in real time
scenario.

2. Then, we extract the features of captured packets using
NetMate tool and the training data is then prepared.

3. Once the data set is ready, the data processing module is
initiated to clean the data and prepare it for input to
classifiers. The proposed mechanism also presents data
visualization before applying machine learning based
classifiers for better understanding to readers.
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4. Then we apply machine learning(ML) algorithms to
train our proposed system for the classification of the
IoT traffic. IoT Network classification is made on the
basis of normal traffic and malicious traffic.

5. The machine learning based classifiers help to identify
the malicious traffic and then the malicious traffic is
deflected.

6. Then the normal traffic is channelized using
PROMETHEE method by selecting the most suitable
channel out of the available channels.
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We have made use of machine learning based classifiers for
segregation of traffic that are mentioned below

ü XGBoost
ü Bagging classifier
üDeep learning based model

The performance of each algorithm is evaluated by using the
following parameters:

ü Classification Accuracy Score
ü Confusion matrix
ü Sensitivity Score
ü Precision
ü ROC(receiver operating characteristic)
ü F1 Score

11Sonali A. Patil



} A matrix presenting the performance of the ML based 
classifiers.

} After testing the accuracy  scores of classifiers, we have 
implemented AdBoost to segregate the traffic and after 
classification of traffic, we have deflected the malicious 
traffic. 

Table 1: Performance matrix for the classifiers used in Phase-I
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Classifier Training
Accuracy

Testing 
Accuracy

Training
AUC Score

Testing 
AUC Score

F1
Score

Precision Sensitivity
Score

AdaBoost 89% 86% 84% 82% 0.90 0.87 0.94

Bagging 86% 82% 80% 85% 0.87 0.85 0.90



} The traditional algorithms consider channel allocation
based on the current traffic loads. However, Internet of
Things may have huge data traffic and the traffic load
suddenly changes at any point of time.

} We have made use of PROMETHEE based multi-criteria
decision making technique to compare the available
channels for channelizing the normal traffic and selecting
the best to forward the traffic.
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} SDN enabled IoT is deployed as a heterogeneous
infrastructure that comprises different kinds of connecting
devices. The smart routers are deployed.

} Each router gathers data from the connecting devices, and
then sends data to the doorway with multiple hop based
transmission.

} The SDN controller has been deployed in the network to
manage the packets dispatching process, our
PROMETHEE based model is incorporated in the SDN
controller for selecting the appropriate channel.
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Parameters Description

Bandwidth It provides information regarding the bandwidth of the channel

Link capacity It provides information about the capacity of the link

Channel waiting time It provides  information regarding the average waiting time of the channel

Channel Utilization It provides information regarding the utilization percentage of the channel

Avg Response time It provides information regarding the average response time of the channel

Spatial distribution Spatial distribution allows to evaluate the performance of the channel using 
synthetic traffic workloads. 
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Table 2: Parameters considered for the MCDM based approach



Al
te

rn
at

iv
es

Criteria/Attribute

Alternatives/
Channels

Link Capacity
(bps)

Channel waiting 
time(s)

Channel response 
time(S) Throughput

Channel 
Utilization (%)

Spatial 
distribution

C1 11400 4 4 10000 40 21

C2 22400 8 8 22000 40 9

C3 51000 12 9 50000 60 16

C4 10000 15 4 9800 50 9

Table 3: Matrix representing attributes and alternatives
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Steps of proposed methodology:
} 1. Determine alternative links/channels
} 2. Determine the criteria to be used in evaluation
} 3. Structuring decision hierarchy
} 4. Assign weights using AHP
} 5. Approve weights using AHP
} 6. Determine the preference functions and parameters for the 

criteria
} 7. Apply preference function
} 8. Make pair-wise comparison of alternatives
} 9. Obtain complete ranking of alternatives via PROMETHEE-II
} 10. Select the best alternative.
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The links are allocated weights to ascertain their relative 
importance

Table 4:  Attribute weights for IoT application Table 5: Relative weights obtained by AHP

Attributes Relative Importance

Link capacity 8

Throughput 7

Channel waiting time 5

Channel Utilization 6

Response time 4

Spatial distribution 3

Attributes Relative Weights

Link capacity 0.24

Throughput 0.22

Channel waiting time 0.15

Channel Utilization 0.18

Response time 0.12

Spatial distribution 0.09



} After obtaining relative weights from AHP, preference 
function has been decided.

} We have applied preference function “V (Criterion with 
indifference area and linear preference )” on our problem 
statement.

} The pairwise comparison among the channels is made with 
respect to each parameter.

} Then aggregation of preference function is made.

} Finally outrankings flows are calculated to obtain the ranks of 
the channels.
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} The more is the net flow, the better is the 
channel or alternative

Sonali A. Patil 20

Table 6: Ranking of channels using PROMETHEE-II

Alternatives/
Channels

Leaving Flow
Φ+(a)

Entering Flow
Φ-(a)

Net Flow Ranks

C1 0.406 0.611 0.205 1

C2 0.569 0.344 -0.225 4

C3 0.435 0.612 0.177 2

C4 0.442 0.575 0.133 3
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Fig 3. Response time of network Fig 4. Channel waiting time
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• The motive behind classification of traffic is to segregate the
normal traffic from the malicious one, so that the malicious
traffic can be blocked at the earliest to reduce the congestion on
the channel and normal traffic should be forwarded to the
intended nodes.

• The next objective is to channelize the normal traffic to the
intended nodes.

• PROMETHEE-II MADM technique has been applied to select
the appropriate channel for forwarding the normal traffic.

• The results prove that our proposed technique provides better
solution for channel allocation than the conventional ones.

Sonali A. Patil



Sonali A. Patil 25


